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ABSTRACT

Grid computing is becoming pervasive, every night personal PC’s are cracking encryption codes, and searching for aliens. Wireless devices are joining the grid phenomenon.  Requirements for the grid infrastructure are changing as these wireless devices become more popular.   Smaller, wireless communication devices offer exceptional promise but also create unknown problems.  A wireless grid promises enhancing the power of small, power-constrained devices by allowing ad-hoc sharing of resources. However, there may be problems with how resources can be shared in a dynamic, ad-hoc environment, where both servers and clients are ephemeral. In this paper, we frame the basic issues related to sharing resources in a wireless grid.

1 Introduction

A grid is a collection of distributed resources that are shared among a group of users.  The "grid" schedules and coordinates resources to offer a diverse collection of services over a network of connected devices. These devices are both plentiful and diverse. Innovation in wireless technology continually introduces new devices, with new challenges to the grid.  This growth and diversity is the foundation of this paper.  We will address questions including; how will these new, smaller and more mobile devices harness the power of the grid and how will these devices enhance the services currently available on the grid?

Ian Foster talks about the virtual nature of organizations built around distributed computing claiming that the boundaries of the physical organization are ephemeral(Foster, Kesselman et al. 2001). Business partners can be incorporated into a virtual organization at will; users of like interests can create their own new virtual organizations. The advent of small, wireless devices creates tremendous opportunities to grow the diversity of users and technology that utilize the grid enhancing the services available on the grid.

Wireless devices are increasing in numbers, and their power is growing. Wireless laptops rival the power of mainframes just a few generations ago. Cellular and 802.11 networks are increasing the connectivity of these devices. These new devices bring challenges to the grid paradigm because their mobility will create additional constraints on grid protocols. This paper will discuss how the wireless grid will need to adapt to embrace these new, smaller and more mobile devices.

Wireless grid networks inherit the three main characteristics of the general grid in a wired networking environment (Foster 2002)that include: 

· Geographically distributed and decentralized resource coordination

· Standard and open services and protocols

· Nontrivial QoS support for computing and networked applications.

In this paper, we propose that decentralized resource coordination could happen through virtual markets and their enabling mechanisms.  Heterogeneous and dynamic resources need to be coordinated in wireless grid networks but that coordination does not need to be done centrally.  Various wireless grid platforms, applications and services will emerge. Standardized open protocol and service specification will become important to form large-scale wireless grid networks.  Availability, quality of service guarantee, security and trustworthiness are especially challenging in wireless environments.  The wireless grid networks should be able to support trustable (or predictably trustable) quality of service for such decentralized environments to construct sensible and reasonable sets of coordinated resources.

The virtual market is a new idea that emerged from the concept of the virtual organization.  It's a market that knows no hard boundaries, but is shaped by the rules of membership.  Some virtual markets will be relatively stable, some will not. Some of these virtual markets will form and mutate in an ad-hoc fashion.  When you incorporate mobile wireless devices into this virtual market you create great opportunities, and greater hurtles to overcome. This paper discusses these new requirements.

There are many technical concerns with integrating wireless devices into the grid paradigm including:

Service discovery and service advertisement - traditional service discovery mechanisms such as UDDI and WSDL may not be optimal for the transient nature of the wireless grid. Services and clients will come and go, it is possible there is no UDDI registry to access for service description.  We will discuss both the traditional UDDI approach, and other approaches used in P2P networks, which advertise and update services.

Network structure and management - Managing a wireless grid such that services can be efficiently provided, while not constraining innovation is important.  It must be easy to experiment with new services to find the best match to an uncertain market.  It is equally important to allow successful services to be provided in a scalable architecture so that many users can benefit from the experimentation.

Security - How will the security requirements of the wireless devices be different from the traditional wired grid?  We will examine how end-2-end security will create secure wireless grid computing.

Our paper will have the following structure: Part 1 will introduce grid technology and the concept of the virtual market.  Then, in section 2 we discuss research in grid and web services, and how it is related.  Section 3 examines the business models, including the service broker, service providers, and other players.  Section 4 will discuss the technical virtual market mechanisms.   Section 5 will discuss some services and applications, and then, section 6 will discuss implementation issues. We end the paper with Section 7, which discusses future direction.

2 Background and Related Works 

Neither the grid, nor wireless technologies are new: researchers have been discussing how to build distributed computing environments for years (Allen, Dramlitsch et al. 2001), and wireless devices have existed for years.  What is new is the convergence of the industry to a common set of standards to govern the rules behind distributed computing.  Today, grid services are morphing into a web services structure because the industry has acceptance of these standards. Everybody wins with a single dominant architecture to build a distributed computing environment.  

The simple idea behind distributed computing environments is as old as networking: utilizing a computer at one location from another. The early SNA networks championed by IBM did this. One of the first Internet applications was Telnet, which allows remote access from one computer to another. As technology and users evolved, the idea of writing a program on one system and allowing it to call a procedure on a different machine also emerged: This become known as Remote Procedure Calls (RPCs)(Birrell and Nelson 1984). Data networks were invented to build distributed computing environments, and these environments have evolved along with the networks that provide the underlying services they need.

For many years, nobody questioned the need for infrastructure allowing distributed systems, yet the major players of the time could not agree as to what standard to adopt.  There were competing standards such as DCOM from Microsoft and RMI from Sun. There were multi vendor solutions such as CORBA. The problem was that there was no convergence to a common distributed computing model.

Table 1 highlights the similarities and differences between web services and previous distributed computing environments:

Table 1 Distributed Computing Summary

	Method
	Vendor
	RPC
	Messaging
	Acceptances

	CORBA
	Consortium
	X
	
	Limited

	DCOM
	Microsoft
	X
	
	Limited

	RMI
	Sun
	X
	
	Limited

	Web services
	Consortium
	X
	X
	Everybody


The Grid is one idea of a distributed computing environment.  It envisions infrastructure, which promotes development of distributed applications.  This grid is a way to manage virtual organizations. It defines methods to define, create, discover, and manage distributed services.  Early version of the globus toolkit (Allen, Dramlitsch et al. 2001) provides some tools to help build infrastructure to accomplish this goal. Some grid applications have worked well, such as breaking cryptography keys, or searching for signs of exterritorial intelligent life. The early grid work is a big step in the right direction of distributed services.

Similar in some aspects to grid services, are web services because they attempt to answer some of the same topics such as service description, discovery, and data encoding.  At least for now, the data-encoding question is settled ®C XML is the answer.  XML is flexible, extensible, and accepted by vendors, users and academics.  With a tool such as XML, web services can be described; the standard for this is called Web Service Description Language (WSDL). These web service descriptions that follow the WSDL standard are defined with the XML language, and are registered in a directory called Universal Description Discovery and Integration (UDDI), which allows discovery of these web services.

Web services don’t address many important grid requirements such as service creation, and lifetime management of a service.  However, these attributes can be part of the signature of any web services, it just needs defining.  This is the new idea behind grid services supporting a web service with lifetime management, and a factory method to create new services(Foster, Kesselman et al. 2003). It seems that web and grid services are merging into a standard for distributed computing accepted by both vendors and users.

3 Wireless GRID Network Architecture

The dynamic ad-hoc nature of a wireless grid distinguishes it from the wired grid.  This difference is similar to comparing a residential neighborhood with local shops, to a special event such as a baseball game.  In a residential neighborhood the population is relatively stable: local shops having stable addresses and local customers. Many of these local shops and customers have relationships between them.  Sometimes outsiders come, but that’s not the norm.  This is similar to how devices in wired grid are relatively stable.  In contrast is a special event such as a ballgame at Fenway Park that has a small stable population, and a large transient group coming, and going, similar to how wireless devices will migrate into different local area networks with local services.  A special event will have many visitors, some of which will bring services to trade with others, similar to how wireless devices will bring additional services to a local wireless LAN. The greater mobility of wireless devices changes the dynamics of a computing grid.
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3.1 Architectural Models

Service Detection - Perhaps most important in a dynamic ad-hoc wireless network is detecting what services exist, how much they cost, and how these services will be used. Our service discovery protocol will take it’s direction from previous work by others including: WSDL /UDDI approach with web (and grid) services(Iyer, Freedman et al. 2003), work in the IETF such as zero-conf (Guttman, Narten et al. 2003)and Service Location Protocol (SLP)(Guttman 1999), and other approaches such as plug-and-play hardware discovery(Kindberg and Fox 2002).  However, in a wireless grid a stable UDDI may not exist.  We propose an ad-hoc UDDI structure, where UDDI servers might be stable, or might be transient.  Our idea of an ad-hoc UDDI is scalable: starting from a UDDI that advertises a single service, to a high level UDDI that points to lower layer (perhaps local and transit UDDIs), that register with a higher layer UDDI. Our ad-hoc UDDI allows broadcasting of services.  It has methods to list all its services to a client that does not know what services are available.

Some of the goals from the zero-conf working group in the IETF relating to hosts with zero configuration information being able to communicate and discover resources. Our goals include allowing a wireless client connection to a server without previous knowledge of this server and it’s services. We also envision a server being able to offer its services to both resident and mobile clients.  We plan to leverage the ideas from the zero-conf working group in our protocol development for service discovery in wireless grid environments. 

Network Structure and Management A dynamic ad-hoc environment demands a combination of distributed and centralized architecture.  A wireless grid with island-like attributes demands a distributed structure because connection to a centralized control cannot be guaranteed.  A wireless grid also needs centralized management to be scalable, and allow efficient provision of services. It will be this combination of local distributed control, and central coordination that will distinguish the management structure of a wireless grid. 

Security As expected in any wireless environment security is critical to successful adoption.  Many devices such as cellular phones (Rappaport 2002)and 802.11 wireless LANs (Gast 2002)have security models and ongoing research. New ideas such as networks of wireless small, low powered sensors don’t yet have adequate security frameworks to promote wide spread adoption. We don’t plan on developing new security techniques, but will use existing methods.

3.2 Business Model 

This section will identify and examine key components of business models of virtual markets in the wireless grids. The rapid growth of a number of wireless devices, particularly those with ad-hoc networking capabilities, has shown that many users perceive value. If wireless devices and systems are modified to support coordinated sharing and transactions, some of this value could be converted into revenue for service providers of the virtual markets. Here, we provide a framework in which Virtual Markets in the wireless grid space would create the following key business functions of virtual markets:

Information and Resource Sharing Place: Wireless grids can create a virtual agora where voluntary users share their information and resources thanks to the networked environments evolved from distributed ad-hoc wireless devices and systems. Like various P2P file sharing network initiatives, Napster, Gnutella, Morpheus, Limewire, Freenet, etc, a wireless grid can evolve as or to a voluntary market place where voluntarily motivated (with their own responsibilities and risks) users come and share their resources. The information and resource the wireless grid sharing place carry would be timely sensitive, scare or relevant, but the sharing place might carry any other traditional or common resources such as in traditional P2P file sharing resources. Technical architecture of this kind of sharing space would follow open source software based architecture and distributed management (in order not to create any concentrated risks and responsibility) where each user node has control over its self-organization, routing and other control functions for managing the networks. Gnutella is one of the popular examples to create the sharing place in this way. In the Gnutella Network, each node manages the membership and conduct search to form P2P networks. Public or pseudo-Public memberships (where no individual user has responsibility in the public group) and their value added service would generate revenue (or value) source for this kind of business functions of virtual market.  Also, this public place would become a good marketing and meeting place (such as in newsgroup in the Internet) to advertise private sharing opportunity where robust and closed transactions are possible.  Again, business values would not directly come from the information and resources shared but from the network values (network externality) improved thanks to such open sharing in this place. In this place, openness, interoperability and scalability would be key technical issues than other issues such as security.

Demand and Supply Aggregation Place The Wireless grid can create business values of information and resources due to aggregated availability of demand and supply coordinated and facilitated through the virtual markets.  Examples of such kind business models can be found in distribution and caching for content distribution (Kontiki, Radio Free Virgin), and personal computer resource sharing.  Due to the aggregation, demand and supply chains of service distributions can be quite different in the virtual markets of wireless grid networks. Kontiki uses networked devices to distribute high bandwidth content. These high bandwidth content files and streams are loaded on multiple PCs connected to the Internet. When a user requests a particular file, the system will retrieve it from the nearby peers. By adopting such efficient distribution chain concept, wireless grid network can use ad-hoc wireless devices as cached distribution channel and servers by agreed to share their resource.  Allowance of wireless device access to near-by computing devices or wireless systems for proxy-resources (like cached files and storages) will create places where the aggregation of demand promote the revenue source of this kind business function.  Aggregation of shared processing power provides the availability of extensive computing and storage power by sharing unused resource of many personal computers. Since it intentionally utilizes unused power, the relative opportunity cost (or competition price) of individual resource is very low but the largely scaled average price of unit resources will be relatively high due to the aggregated values of availability. Therefore it is not difficult to imagine that commercial applications of P2P distributed processing may soon come. Because of the same reason, the virtual market would be able to create such business functions with wireless grid networks.  

Collaborative and Cooperative Place:  Wireless grid networks (resembling P2P networks) can provide a space for people to collaborate on projects that require a number of participants. The traditional approach is to use a single computer that stores all data and participants make modifications directly on this central server. Scalability becomes critical especially for the large population collaboration in such places.  Similarly the processing necessary to handle these requests can make the application unstable. Ad-hoc based wireless grid and P2P networks can eliminate these problems by having the processing and the data spread among all the participants. Groove Networks is an example of P2P networks employing resource sharing and coordination for collaborative editing services. The revenue source can directly come from various applications and software to support this type of P2P networks. 

Trading and Exchange Place depicts the implementation of online marketplaces as a virtual market.  This technique for providing a collection of both buyers and sellers has been attempted with little success (not because of technology but because of the lack of motivation by an individual user).   To create supportable P2P on-line trading and exchange places for any type of resources, the business model of P2P networks should find the ways to examine the reputation of peer and resource, motivate the users to share or exchange those resources, and keep secure account and transactions among peer users. The service provider of this trading and exchange will create its value from the transactions and accounts the users create and make.  How to keep up large volume of accounts and transactions is the key issue for the successful virtual market with this type of business model. 

Table 2

Summary analysis of Virtual Market Functions in Wireless Grid Space
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Personalization Place the Wireless grid will provide the means to personalize not only the information but also the resources and networks.  Since wireless grid network is looking at the solution to the limited resources and networking capabilities of wireless devices and software by integrating them to the grid networks.    Enhanced resource sharing and networking capabilities due to wireless grid networks will provide better personalization places for wireless users to personalize their resource and networking requirement depending on the time, place and application the user is situated. Personalization in the virtual market should be supported by software and the underlying infrastructure; therefore personalization in the virtual space can be deployed as a revenue source.  In addition to that, the resources and network services can carry extra value by adopting personalization capability.  Wireless grid users will broaden its personalized virtual market space while they migrate to various types of networks and resources, if the business model is successful.

4 Virtual Market SERVICEs IN Wireless GRID networks

In this section, we will identify the critical characteristics and features of the service layers that may be required for both virtual (and real) organizations, and individuals to meet, greet, and do business across a wireless communications and computation grid.

One of the main operations of virtual market is a sharing-level agreement, that describes protocols that define the responsibility of participants within a wireless communications grid. 

The concept of a ‘sharing-level agreement’ attempts to define the resource-sharing characteristics of a wireless communications grid, as opposed to the traditional “service-level agreement” which defines a vendor’s responsibilities to its customers.   Thus a sharing-level agreement not only encompasses the roles and responsibilities of the users within the grid, but also governs the attainment and fulfillment of requested resources.   Defining such a protocol would entail addressing unique challenges such as service discovery, user interface definition, user behavior, network management and security, inherent economics and policies as well as determination of the underlying network architecture.

Service discovery includes those mechanisms needed to access the set of resources that comprise a specific service required by a user. These mechanisms include identifying the location of each resource, or if more than one exists on the computation grid, the optimal location from either the grid or the user perspective. With mobileusers, the optimal location may be literally amoving target.  

The virtual market operation of wireless grid focuses on the interactions between agents representing users, services and resources. Service discovery should deal with variables as the location/mobility of the service agent(s) and the capabilities of a located network-specificdevice. 

As we move from homogeneous desktop systems to a wider variety of smaller, larger, more mobile, and more or less connected computing devices, a key problem is to provide users a wide range of different access and interaction mechanisms to the same underlying data and functionality.  Our approach is based on extending the existing notions of dialogue independence and user interface management systems (UIMS).  
Dialogue independence refers to the separation of user interface-related code from the rest of the application code.  With this approach, the code for the "semantic level" of the system is separated from the code for the "syntactic" and "lexical" levels through a well-defined software interface.  It therefore supports the development of alternative user interfaces for the same application (semantics).  

The basic approach is to separate user interface syntax from application semantics, to allow the syntax to be changed without modifying the semantics.  The next step will be to develop ways of specifying user interface syntax in an abstract form, so that instances for specific devices and situations can someday be created on the fly from a high-level specification, rather than manually designed in advance for each situation.  Incidentally, the same technology will also apply to disabled users, as they also often need alternative interactions mechanisms for common underlying functionality. A UIMS is a software component that is separate from the application program that performs the underlying task and supports the concept of dialogue independence.
5 Services and Applications

There are several services and applications be examined currently on the wireless grid.  At BU, sensor networks using smart dust in the medical and business areas are being planned(Gaynor, Freedman et al. 2003). We are building a wireless sensor based emergency triage application on a PDA.  This application will monitor many patients, and order the severity of their injuries based on real time data from medical sensors located on each patient.  We are also planning smart warehouse applications where a wireless grid of sensors track custom products across a large warehouse. Lastly, we are developing a model for a smart house based on wireless sensors.

6 Implementation Issues 

First, from a technology perspective, enabling public access through networks deployed and operated by individuals and private organizations presents some intriguing challenges. Among these are maintaining the security of private network equipment accessible through the wireless medium, controlling resource usage on the wireless network itself and on the bandwidth-limited uplinks connecting the local networks to the Internet, and providing reasonable security to the public users themselves.  From a commercial perspective, understanding various cost recovery models and their effect on the motivations to install and operate such public access facilities is of critical importance. Are bandwidth and access aggregators needed to enable the business proposition? Can altruism and simple bandwidth sharing suffice? Are there new business opportunities for organizations that participate in such community or industry sharing arrangements? Is it feasible to operate such systems as true utilities, in the same sense as roads, or water supplies?

Second, radio frequency use will be of paramount importance in a grid scenario.  Optimal propagation schemes, antenna structure and device integration will dictate the capabilities of the network and its components. Power levels for interference-free transmission from a large number of devices operating across the same geographic grid will be tenuous.   

Third, power consumption on wireless devices is a key obstacle to wireless computational power and longevity of device mobility.  Key applications for wireless grid utilization will depend upon good microprocessor design and integrated software platforms.  Extensibility of information that resides on the network will require protocol for information access that is adaptable across multiple access devices.

Fourth, sharing resources on wireless networks implies a requirement for efficient communication infrastructure that meets the needs of applications in multiple respects including automatic security, credential management, connection management, connection monetization, content neutrality, communication between unrelated parties, and natural semantics in programming interfaces.  

Fifth, business models that utilize wireless grid information and service resources will help to carry the infrastructure from academic conception to sustainable market-driven good.  Market oriented rights to network reliability, service-level assurance, and open platform architecture will be vital to engendering an innovative system and assuring the spread of wireless grid utilization across sectors.  

7 Future Issues and Works
Extensive research on negotiating the quality of end-to-end services in tomorrow’s nascent multi-service, multi-provider wireless grid environment is sorely needed.  The distribution of scarce network resources across multiple applications and users with widely different valuations for the underlying services presents a unique and challenging technical and economic resource allocation problem.   Solving this problem across multiple networks spanning several carrier domains in a competitive fashion is even more difficult.

A ubiquitous wireless grid will face problems on a larger scale than has ever been seen as diverse heterogeneous market and policy requirements must be simultaneously resolved.  Governments seek to strike a balance between public rights to access information and communication networks and commercially viable models of network operation.  The radio spectrum, over which networks operate, has traditionally been a public good that could be utilized in the public interest, or bought and assigned as a property right for commercial use.  The emergence of technologies that efficiently utilize unlicensed spectrum or co-exist with the existing users of assigned spectrum presents a challenge to the established policies.  The fair use of a grid network must be determined based on research on how to reconcile the needs for public rights of access and private ownership of network and information resources.  Network and information resources and services must efficiently be traded in a virtual market if a wireless grid is to function. 

The performance and quality of information resource sharing and transaction cannot be assured if the availability and inter-working of service and resource is not guaranteed and well supported.  Such availability and inter-working issues are especially critical in wireless GRID networks where the nodes are sharing heterogeneous information and services in volatile, mobile and poor networked environments.  Utilizing the technologies and models from this wireless-GRID project, we plan to develop and integrate a GRID resource management and adaptation middleware, which secures such availability, and interoperability in the wireless-GRID networks.   
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